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Abstract

One of the aims of this paper is to study how to define meshes, a kind of wireframe semantic models hidden behind the variety of
external forms of manifestation of information processes on the Web. Their purpose is to fix non-logical patterns, some of which
are constant, and some of then are varying with time/events. An enriched semantic model arises at the next stage of knowledge
extraction and establishes conceptual dependencies in the form of a graph in which the nodes correspond to variable domains and/or
variable concepts, and the edges are natural transformations. A computational model based on parametric functionals is generated.
The areas of semantic stability are the imposed conditions of commutativity, which correspond to the emergence of information
channels and the possibility of their equal use for promoting information over the network. In the computational model, this
gives rise to a machinery for preventing confusion/entanglement of information processes based on the equality of representing
functionals. Arguments in favor of its importance are given by the example of some tasks of social engineering (phishing).
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1. Introduction

One of the aims of this paper is to study how to define meshes, a kind of wireframe semantic models hidden behind
the variety of external forms of manifestation of information processes on the Web. Their purpose is to fix non-logical
patterns, some of which are constant, and some of then are varying with time/events. An enriched semantic model
arises at the next stage of knowledge extraction and establishes conceptual dependencies in the form of a graph in
which the nodes correspond to variable domains and/or variable concepts, and the edges are natural transformations.
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A computational model based on parametric functionals is generated. The areas of semantic stability are the imposed
conditions of commutativity, which correspond to the emergence of information channels and the possibility of their
equal use for promoting information over the network. In the computational model, this gives rise to a machinery
for preventing confusion/entanglement of information processes based on the equality of representing functionals.
Arguments in favor of its importance are given by the example of some tasks of social engineering (phishing). The
subject, thematic component of this work is taken on the basis of the development of social engineering and its urgent
tasks [1], one of which is the creation of mechanisms for fixing and preventing phishing. This is due to the rapid
increase in the volume of promoted (push) information on the Web and the push-technologies that equip them [3].
At the same time, the share of server push-technologies is noticeably increasing [22], under the control of which
an increasing share of information Web resources falls [5]. A relatively new effect of the application of information
processes and methods of their promotion is associated with the currently observed phenomenon of the formation and
mass distribution of the information environment of ‘post-truth’ and fake news. In fact, the methods for identifying,
detecting, and eliminating the consequences of an attack with fake information have been little studied [21], and trust
in the news is undermined [16]. In particular, this applies to information flows in the social environment [13], making
it extremely difficult to mine/extract ‘reliable’ knowledge.

Since the Web network in its present form provides a variety of information services, their somewhat pretentious
study of analyticity obviously reduces to the subject theorems [17], which express non-logical regularities. In turn,
the observed variability of the represented information processes requires mathematically accurate fixation of the
relationships between them. Of interest are both possible links represented globally by indexing mechanisms providers
and locally when developing data analysis and knowledge extraction systems, as well as links that are fixed with
necessity [4]. At the same time, indexing models of information processes [2] gain significant priority. In fact, they
are only the tip of the iceberg, behind which a variety of forms of semantic modeling opens. In this paper, we show
that the variety of forms is based on a fairly uniform foundation, built from model components that have stood the test
of time.

From a mathematical point of view, the functor interpretation of parametric polymorphism proposed in the J.-Y.
Girard F-system [12] was applied to construct the conceptual model of variable domains. A contextual interpretation
of types is used, which are treated as multivariate founders, and terms serve as natural transformations, while quan-
tifiers serve as the “ends” of functors. The model structure corresponds to the Cartesian category, and it is closed
(in the corresponding sense). Attempts to find a representation of the composition of natural transformations lead to
interesting semantic criteria for parametricity.

The constructed wireframe model structure is a kind of mesh model in which commutativity characterizes the
equality of functionals [6]. Such a functional can be called simple if it is defined by some closed term in a typed
lambda-calculus, but all this deserves separate consideration and further research, which is suspended for the unclear
reasons [15].

In the context of what we know today about the theory of model typed lambda-calculus, we mention polymorphic
types that are of interest in applications. On this path, the foundations of the general theory of models of typed
lambda-calculus are laid.

Since the aspect of semantic modeling of processes is developed in this work, instead of lambda-terms, we take
their quite legitimate representatives in the form of variable sets, whose idea goes back to F. Lawvere [11]. For the
needs of enrichment of the initial semantic mesh model, they are represented as variable domains.

The enriched semantic mesh model at the nodes contains variable domains, which provides a mechanism for
expressing displaced concepts [7]. As shown, this contributes to the semantic sustainability of the target conceptual
model. [8], generating a scaled computational model [9], and dynamic property recognition [10].

In addition, conceptual dependencies are expressed by natural transformations [14], and modeling the variability of
the information process [18] gets basically mathematically sustained model structure. Besides that, cognitive capabil-
ities [19] for knowledge extraction models are becoming more expressive, contributing to the fixation of entanglement
prevention mechanism [20] of information processes.

Due to the noted difficulties and contradictions in the modeling of information processes, in the present work in
Section 2 we consider the variety of subject forms of information processes in social engineering. Section 3 builds a
mesh model of individual information processes, hops between which indicate a change in properties. An enriched
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semantic model is also constructed based on the associated variable domains/concepts, hops between which represent
information channels. Such a mapper, apparently, can be directly implemented, but this remains for the future.

2. Information processes in social engineering

2.1. Issue

Until the end of the last century, social engineering (SE) was an advanced but niche way of attacking specific
systems by exploiting the people involved. Over the years, it has been incredibly fast developing to the so-called
SE 2.0, which is currently the main one in cybercrime and terrorism. ‘Old-school’ SE was an adaptation of the
ageless art of deception to modern means of communication; it required personal talent and effort, and was limited
to a few attackers who focused only on valuable goals. Accordingly, traditional information security considered the
“human factor” as a potential threat only in systems where “comprehensive security” was required. Instead, SE 2.0
is characterized by an incredibly high complexity of attacks, which actively use the human factor to enable the next
technological step [1].

2.2. Use of the human factor

This evolution is motivated by the increasing relevance of targeted attacks (TA) in modern attack strategies [3].
TAs are a specialized combination of complex “Human Attack Vectors” with technological exploits aimed at tricking
people and IT systems. SE 2.0 integrates and expands the old-school SE concepts into a broader vision: the key
difference between them is the ability to use SE methods on a larger scale, using automatic attacks on a potentially
large number of victims.

The transition to SE 2.0 was caused by the large amount of machine-readable data that is now freely available. This
trend has intensified significantly thanks to the emergence of social networks and new social trends in the exchange
of information. As a result, companies and government agencies, as well as individuals, have become extremely
vulnerable to SE 2.0 and are thus susceptible to targeted cyberattacks.

2.3. Organized cyberattacks

Another important aspect is the involvement in the planning of attacks of such competencies as psychology, mar-
keting, and generally all the humanities that have never before been encountered in the world of cybercrime and which
organized crime groups are asked to better understand how to “exploit people”. Today we are faced with an invisible
and very dynamic situation when people are increasingly being attacked by the “system”. Moreover, there is currently
no solution on the market that allows a comprehensive assessment of social vulnerabilities, as well as to manage and
reduce the risk associated with it. Filling this gap is the goal of the ongoing DOGANA (aDvanced sOcial enGineering
And vulNerability Assessment) project, funded by the EU Horizon 2020 framework. Its basic concept is that Social
Driven Vulnerabilities Assessments (SDVAs), when performed regularly as part of an effective Framework, supports
the effective deployment of mitigation strategies and reduces the risk posed by SE 2.0 attack methods.

The structure proposed by DOGANA is concentrated around two main features: the presence of the “awareness”
component as the cornerstone of mitigation actions, and legal compliance with the project. This document is based on
the work done by DOGANA partners and summarizes some of the results achieved. The main, original contribution
is the introduction of a theoretical model for constructing vectors of human attacks, called the Victim Communication
Stack (VCS).

2.4. Information models and technical attack vectors

2.4.1. Spam and Phishing
Spam and its evolution into phishing and its variants are some of the main TAVs. Spam is regular mail sent identical

to millions of victims with a flat approach. The income model is simply related to the probability of falling into a
vulnerable person (a person who fell on a hook). It can be graphic or not, but the hallmark is always that hooks are
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common and can be applied to anyone. This is a blind massive form of attack. Phishing is a more complex form of
spam, which, thanks to the schedule, provides a more sophisticated trap, specialized for a subset of users belonging
to the target company (for example, clients of the target bank are more likely to fall into this trap than non-clients).
The business model is not flat. Usually it is sent to fewer people than spam, but also to people who do not belong to
the selected user category, suggesting that the hook just does not work. A sharply targeted attack (spear phishing) is
a specialized form of phishing that is sent only to the customers of the company from whom, it is claimed, the mail
comes. Its return is greater because the actual customers of the target organization are selected as victims. Victims are
selected on social networks using OSINT methods or on unofficial pages of customer assistance on social networks. A
phishing attack is the most common attack on the Internet, accounting for 95.22% of attacks [16]. In context-sensitive
phishing (aka “whaling”) the semantic distance to real email is minimal. These emails are created around several
selected attack victims that are detected by OSINT operations. Commonly used in APT or targeted attacks. Vishing is
a combination of “voice” and “phishing”: a phone is used to obtain information or to try to influence actions, possibly
using voice over Internet protocol (VoIP) technology to “fake” outbound number of the attacker. Vishing attacks are
more risky for attackers and require additional effort.

In general, the AVs used in various types of phishing attacks can be divided into behavioral and non-behavioral.
Non-behavioral AV files consist of non-interactive and non-interactive multimedia tools, such as social networks and
email, and real-time interactive multimedia materials, such as chats and instant messaging systems. In particular, email
attacks should be carried out completely offline, and the victim should be convinced of the “single shot” by simply
looking at the hook (i.e. email); social networks do not allow “one-shot” attacks, instead: the trap can be adjusted
according to the reaction of the target.

2.4.2. Chat-based attacks virtual communication channel
Chat and instant messaging attacks use a virtual communication channel that is controllable and unable to transmit

non-verbal messages. Behavioral AV consists of voice and physical presence. The first is a real-time communication
channel that also conveys non-verbal behavior (for example, voice tones) and requires some special skills to manage
them. The latter is the most complex AV, since in addition to the hook, the attacker must control all non-verbal
elements (including the unconscious ones) so as not to reveal their final intentions through them.

Other TAVs are as follows. Pop-ups are an older type of attack: its TAV consists of software delivered to the
end-user terminal to steal the username and password of some protected resource. Interesting software is a kind of
attack, constantly present on the Internet, where users are convinced to voluntarily download and install a very useful
program or application, such as a means of increasing processor performance, an excellent system utility, or hacking
an expensive software package. When they do this, malware is installed. This type of attack is usually used by hackers,
as it does not require their active participation in fraud; they only need to develop malware, design its interface so that
it looks like a legitimate program, put it on the server and wait for people to download it. Many users download these
programs because they do not know that they may be fake, or would like not to pay for official ones. Hackers are aware
of this and are filling the Internet with malware to use it. The malware has been affected by the increased effectiveness
of SE 2.0, which in turn has turned into so-called malware 2.0, which is different from malware detected in the recent
past.

Its main characteristics are the following: the lack of a single control center and the ability to adapt infection to the
attacked machine; widespread use of methods to combat anti-virus systems; victim machines play the role of servants,
and attacks become more discrete; intensive production of syntactic-illogical-variations; short and targeted attacks
from many angles; intensive and advanced use of SE methods; modularity and complexity of infections; malware and
SE follow market laws regulated by supply and demand (MaaS) [13]. In other words, an exploit starts with HAV and
continues with TAV.

3. Phishing Problem

3.1. Fishing and phishing mesh-scheme

Fishing (fishing, phishing) is modeled by a process. As an example, consider the process of catching a fish on a
bait hook ( f ake+, f ake−), provided that the fish eat (eat) worms.
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2.3. Organized cyberattacks

Another important aspect is the involvement in the planning of attacks of such competencies as psychology, mar-
keting, and generally all the humanities that have never before been encountered in the world of cybercrime and which
organized crime groups are asked to better understand how to “exploit people”. Today we are faced with an invisible
and very dynamic situation when people are increasingly being attacked by the “system”. Moreover, there is currently
no solution on the market that allows a comprehensive assessment of social vulnerabilities, as well as to manage and
reduce the risk associated with it. Filling this gap is the goal of the ongoing DOGANA (aDvanced sOcial enGineering
And vulNerability Assessment) project, funded by the EU Horizon 2020 framework. Its basic concept is that Social
Driven Vulnerabilities Assessments (SDVAs), when performed regularly as part of an effective Framework, supports
the effective deployment of mitigation strategies and reduces the risk posed by SE 2.0 attack methods.

The structure proposed by DOGANA is concentrated around two main features: the presence of the “awareness”
component as the cornerstone of mitigation actions, and legal compliance with the project. This document is based on
the work done by DOGANA partners and summarizes some of the results achieved. The main, original contribution
is the introduction of a theoretical model for constructing vectors of human attacks, called the Victim Communication
Stack (VCS).

2.4. Information models and technical attack vectors

2.4.1. Spam and Phishing
Spam and its evolution into phishing and its variants are some of the main TAVs. Spam is regular mail sent identical

to millions of victims with a flat approach. The income model is simply related to the probability of falling into a
vulnerable person (a person who fell on a hook). It can be graphic or not, but the hallmark is always that hooks are
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common and can be applied to anyone. This is a blind massive form of attack. Phishing is a more complex form of
spam, which, thanks to the schedule, provides a more sophisticated trap, specialized for a subset of users belonging
to the target company (for example, clients of the target bank are more likely to fall into this trap than non-clients).
The business model is not flat. Usually it is sent to fewer people than spam, but also to people who do not belong to
the selected user category, suggesting that the hook just does not work. A sharply targeted attack (spear phishing) is
a specialized form of phishing that is sent only to the customers of the company from whom, it is claimed, the mail
comes. Its return is greater because the actual customers of the target organization are selected as victims. Victims are
selected on social networks using OSINT methods or on unofficial pages of customer assistance on social networks. A
phishing attack is the most common attack on the Internet, accounting for 95.22% of attacks [16]. In context-sensitive
phishing (aka “whaling”) the semantic distance to real email is minimal. These emails are created around several
selected attack victims that are detected by OSINT operations. Commonly used in APT or targeted attacks. Vishing is
a combination of “voice” and “phishing”: a phone is used to obtain information or to try to influence actions, possibly
using voice over Internet protocol (VoIP) technology to “fake” outbound number of the attacker. Vishing attacks are
more risky for attackers and require additional effort.

In general, the AVs used in various types of phishing attacks can be divided into behavioral and non-behavioral.
Non-behavioral AV files consist of non-interactive and non-interactive multimedia tools, such as social networks and
email, and real-time interactive multimedia materials, such as chats and instant messaging systems. In particular, email
attacks should be carried out completely offline, and the victim should be convinced of the “single shot” by simply
looking at the hook (i.e. email); social networks do not allow “one-shot” attacks, instead: the trap can be adjusted
according to the reaction of the target.

2.4.2. Chat-based attacks virtual communication channel
Chat and instant messaging attacks use a virtual communication channel that is controllable and unable to transmit

non-verbal messages. Behavioral AV consists of voice and physical presence. The first is a real-time communication
channel that also conveys non-verbal behavior (for example, voice tones) and requires some special skills to manage
them. The latter is the most complex AV, since in addition to the hook, the attacker must control all non-verbal
elements (including the unconscious ones) so as not to reveal their final intentions through them.

Other TAVs are as follows. Pop-ups are an older type of attack: its TAV consists of software delivered to the
end-user terminal to steal the username and password of some protected resource. Interesting software is a kind of
attack, constantly present on the Internet, where users are convinced to voluntarily download and install a very useful
program or application, such as a means of increasing processor performance, an excellent system utility, or hacking
an expensive software package. When they do this, malware is installed. This type of attack is usually used by hackers,
as it does not require their active participation in fraud; they only need to develop malware, design its interface so that
it looks like a legitimate program, put it on the server and wait for people to download it. Many users download these
programs because they do not know that they may be fake, or would like not to pay for official ones. Hackers are aware
of this and are filling the Internet with malware to use it. The malware has been affected by the increased effectiveness
of SE 2.0, which in turn has turned into so-called malware 2.0, which is different from malware detected in the recent
past.

Its main characteristics are the following: the lack of a single control center and the ability to adapt infection to the
attacked machine; widespread use of methods to combat anti-virus systems; victim machines play the role of servants,
and attacks become more discrete; intensive production of syntactic-illogical-variations; short and targeted attacks
from many angles; intensive and advanced use of SE methods; modularity and complexity of infections; malware and
SE follow market laws regulated by supply and demand (MaaS) [13]. In other words, an exploit starts with HAV and
continues with TAV.

3. Phishing Problem

3.1. Fishing and phishing mesh-scheme

Fishing (fishing, phishing) is modeled by a process. As an example, consider the process of catching a fish on a
bait hook ( f ake+, f ake−), provided that the fish eat (eat) worms.
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Fig. 1. An individual phishing/fishing mesh-scheme.

f : B→ A – evolving of events from A to B, h – (some) fish, s – not caught fish, j – caught fish.
F – fishes. F− – free fish, eat worms. F+ – all catch, caught fish (not necessarily hooked), do not eat worms.

g− : F → F− – separation of free fish, g+ : F → F+ – separation of caught fish, catch : F− → F+ – catch a fish, not
necessarily a hook. It can be assumed that the entire catch is placed in a can.

W – Worms. W− are real worms. W+ – fake worms, hook bait. f ake+ : W → W+ – fake worms, f ake− : W → W−

– check the worms for authenticity.
C−f – fish not caught on a hook, eat real worms. C+f – catch on a hook, fish caught on bait on a hook.
The pattern of individual fishing/phishing is shown in Fig. 1.

F− = F \ F+

hook+ ◦ f ake+ ◦ eat ◦ s f = catch ◦ s f = “after eating the bait and hitting it, he began to behave like a caught fish”

catch ◦ s f = j f = “began to behave like j f ”

g− ◦ h = s = “behaves like s”

g+ ◦ h = j = “behaves like j”

3.2. Mapping a mesh scheme to variable domains

Phishing is the use of deceptive methods to lure users to commit harmful and dangerous actions against themselves
and/or the company in which they work. Hackers used this method to circumvent various security systems, steal
personal information, make sensitive data publicly available, while at the same time making money on all this. On the
attack side, hackers use phishing kits and use all possible phishing techniques to build a successful campaign. In terms
of protection, spam, and phishing, and malware detection filters are usually built. The mapping of the mesh scheme
to the map of variable domains is shown in Fig. 2.

In this map: Heat(B) – the worm is being eaten, Hf ake− (B) – the non-fake worm, Hhook− (B) – unenforced (on the
hook). Thus, this enriched semantic map is a conceptual dependency over variable domains.
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Fig. 2. Enriched semantic mesh-scheme for phishing/fishing.

4. Conclusion

The paper presents a semantic model for extracting knowledge about information processes and their distribution,
subject-oriented to phishing/fishing.

1) A mesh model of individual information processes was built, hops between which indicate a change in properties.
2) An enriched semantic model is also constructed on the basis of associated variable domains/concepts, hops

between which represent information channels. Such a mapper, apparently, can be directly implemented, but this
remains for the future.

3) The mapping of the mesh-scheme to the map of variable domains, in fact, is a mapper that maps individual
processes to variable domains/concepts, and possible hops between them are ‘push channels’.

4) It can be noted that a built subject model can be generalized to abstract (information) processes and their
transmission through channels. Apparently, such a computational model will be based purely on functionals with
hops in the form of natural transformations.
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