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Abstract

Human hair is one of the subjects, which is dealt with in researches of the forensic biological examination. To increase the
efficiency of evaluating the results of a forensic microscopical analysis of hair from a person’s head, in the course of this work, a
mathematical model was developed for obtaining a probabilistic-statistical evaluation of the set of matching features,
characterizing human hair (the random match probability). Such probability has been estimated for all hair samples from control
dataset. As a result of the work, we can conclude that in most cases the estimation of the probability of appearance of the hair
features set doesn’t give us the precise results which allow to make an unequivocal positive conclusion in the identification of a
person by hair. This made it possible to increase the efficiency of forensic biological experts.
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1. Introduction

Hair is the most common type of evidence among all the biological evidence found at crime scenes. Therefore, it
is so important to obtain maximum information about the detected hair and it is necessary to improve the efficiency
of the expert biologists, who provide the forensic examination of hair. This is especially important in the absence of
other physical evidence.

The forensic examination of the human hair includes a microscopical analysis of their morphological
characteristics. When performing a forensic biological examination, investigated hair, found at the crime scene, must
be compared with samples of hair of the suspect person (at least 10 hairs from each of the 5 areas of his head:
frontal, parietal, right temporal, left temporal, occipital). If all individual micromorphological features of the
presented hair and suspect hair samples coincide, it is concluded that the hair under study may have originated from
the person being tested. A categorically negative conclusion is formulated if, at least, one of the individual features
does not coincide. For forensic analysis of the human hair, the question arises: is it possible to achieve such level of
probability occurrence of detected features in which experts can formulate a conclusion about the identification of
the person by hair and evaluate the probability of the origin of the hair from the suspect person? Thus, it was decided
to develop a computational model to evaluate the probability of a set of the matching features in the investigated hair
object and comparative hair samples. The result of our work is important for the improving of the efficiency of the
forensic biological examination.

Special methods and models have been successfully used to solve various tasks (including the forensic problems).
Here are examples of models and methods applied in various fields: artificial intelligence [1] to criminology,
intellectual technologies for decision-making support [2], Bayesian network for accident risks assessment [3], neural
network model for forensic handwriting expert [4—6] and information security for Internet of Things [7], special
model [8] for cognitive technology [9], three-tier model for structuring of scientific and technical information [10]
and agent technologies [11]. In this article, we describe some forensic techniques.

Therefore, the article is organized in the following way: Firstly, the micromorphological features of human hair
are introduced in Section 2. The section contains the descriptions of the main groups of micromorphological features
of human hair and dataset of hair samples. Secondly, computational model for forensic biological hair analysis is
introduced in Section 3. The section describes a computational model for the evaluating of the probability of a set of
the matching features in the investigated hair object and comparative hair samples. Finally, main research results are
presented.

2. Micromorphological characteristics of human hair

For microscopical analysis of human hair, it is necessary to choose features that characterize a particular person
(specific to him) and have the ability to be repeated many times in his hair. It is also necessary that the features are
sufficiently resistant to external influences and do not change over time.

86 such features of the human hair were chosen. They belong to 12 groups: 6 groups of the main
(individualizing) features and 6 groups of additional features. In our research, we used the following groups of main
micromorphological features of human hair:

Cuticle scale pattern.

Cortical layer background color.
Pigment color.

Pigment granule size.

Pigment aggregate size.
Pigment distribution.

Studies have shown [12, 13] that the necessary conditions are fulfilled for the main features. The set of features is
stable for different parts of one hair and for all other hair from the head of one person. Earlier studies have shown
that the main micromorphological features of hair from the human head have not changed for 12 years. There is also
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evidence that the effects of low temperature and ultraviolet irradiation do not exclude the possibility of establishing
the origin of the investigated hair from a particular person [12].

To obtain an evaluation of the probability of coincidence of feature sets, a special sample of experimental data is
required. In the course of the current study, the dataset of hair samples was formed. Hair samples of 450 men and
women of different ages (from 7 months to 90 years) living in different regions of the Russian Federation were used
for this purpose. 50 hairs from the head of each donor were examined (10 hairs from each head region: frontal,
parietal, right temporal, left temporal, occipital), in total 22 500 hairs were considered [12, 13].

3. Computational model for the evaluating of the probability of a set of the matching features

To develop a computational model for evaluation of the probability of a set of the matching features in the
investigated hair object and comparative hair samples (random match probability) traditional approach was used.
This approach was developed and widely applied in forensic science in the USSR and Russia — method of
evaluating the probability of a set of features. The problem of obtaining a probabilistic evaluation of the matching
particular features characterizing the hair is formulated as follows [5, 6, 14, 15]:

Assume that the expert identified in two investigated hair samples n matching features

It is required to evaluate the probability P(S) of such a feature set S. To do this we shall use upper limit of the
one-sided confidence interval P«(S) as an evaluation of the probability P(S), i.e.

P{P(S)<P(S)}=pu,

where 4 —. given level of confidence. Typically, the value x = 0.99 can be used.
The evaluation of the probability for such set of features P«(S) must be compared with a given probability value
(threshold) Q. If the probability of occurrence of this set of features is less or equal to the specified value, i.e.

R(S8)<0,
then the decision is taken about the identification of the person by hair. The value of the threshold O must be low

enough to reduce of the error probability. The choice of the threshold value Q will be considered in further studies.
To obtain P«(S) we can use interval estimates p+; of probabilities of the corresponding features appearance p;, i.e.

P{pisp*i}:}/7

where i = 1-n and y — given level of confidence. In view of the assumption about statistical independence of
features 6,, where i = 1+n, interval estimation of the probability of features set occurrence will be equal to

P*(S)=l;[p*i-

Thus, it is necessary to find the upper limit of the one-sided confidence interval p+; for an unknown probability p;
(the parameter p of a Binomial distribution or one-sided confidence interval for Binomial proportions) with level of
confidence y:

r=4u.
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To find p+; different known variants of approximation of the Binomial distribution can be used [5, 6, 15].

The probability has been estimated for all 86 morphological features, characterizing the human hair. In addition,
the evaluation of the probability of features set occurrence P«(S) has been estimated for all hair samples in control
dataset. The minimum value of the probability is P,.;, = 7.7-107, the maximum value is P, = 2.9-107 and the
average value is P, = 2.2 107,

4. Conclusion

To increase the efficiency of evaluating the results of a forensic microscopical analysis of hair from a person’s
head, in the course of this work, a mathematical model was developed for obtaining a probabilistic-statistical
estimation of the set of matching features, characterizing human hair (the random match probability). Our results are
useful for forensic experts and students from a broad range of disciplines related to intelligent technologies, for
forensic microscopical hair analysis and other fields. The probability has been estimated for all morphological
features, characterizing the human hair. In addition, the evaluation of the probability of the features set has been
estimated for control dataset of hair samples. As a result of the work, we can conclude that in most cases the
estimation of the probability of appearance of the hair features set doesn’t give us the precise results which allow to
make an unequivocal positive conclusion in the identification of a person by hair.

The plan for future research is to develop the automated workplace for the forensic biologist, which will increase
efficiency of work of the forensic expert.
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