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Abstract 

The risk-based approach to anti-money laundering and combating terrorism financing (hereinafter - AML/CFT) came 
to the forefront in the FATF Recommendations updated in 2012. 

According to the FATF Recommendation 1, commercial banks, which are an essential part of AML/CFT system, are 
required to identify, assess and take measures to mitigate their money laundering/terrorism financing (ML/TF) risks. It 
should be mentioned that banking practice consider the following types of ML/TF risks: inherent in a banking product 
(product risk); inherent in a client (client risk); inherent in a financial institution (in particular a commercial bank) and 
determining its possible involvement in suspicious transactions. 

This article is devoted to contemporary approaches of such risks assessment and methods of its automation in 
commercial bank. Prompt preparation of risk reports in this area will allow the bank's risk management to take timely 
measures to neutralize emerging threats and vulnerabilities. 
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In 2012, the FATF issued a new edition of 40+9 Recommendations. This document highlights the risk-based 
approach to AML/CFT.  

It worth mentioning, that the Central Bank of Russia was one of the first organizations which worked out 
recommendations for commercial banks to comply with the FATF’s risk-based approach requirements. The title of 
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the document is "Requirements to the Internal Control Rules of the Financial Institution for the Purposes of 
Counteraction to Legalization (Laundering) of Criminal Proceeds and Financing of Terrorism" dated March 2, 2012. 

Another document that will be considered in this article is the Wolfsberg Group’s Methodical recommendations on 
ML/TF risk assessment issued in 2015 (hereinafter Wolfsberg Group’s recommendations). This document also focuses 
on the risk-based approach in the AML/CFT.  

A comparative analysis of these two documents will allow us to see the changes in the ML/TF risk assessment 
approaches that happened over the last seven years. 

Unlike the Bank of Russia, the Wolfsberg Group’s approach considers 3 phases of ML/TF risk assessment and 
highlights categories such as inherent and residual risk (see Figure 1). 

 
Figure 1. Risk assessment phases in line with Wolfsberg Group’s recommendations 

According to this approach, in the first phase bank should consider all relevant inherent risk factors such as clients, 
products and services, channels and geographies in order to determine its risk profile. Once the inherent risks have been 
identified and assessed, internal controls must be assessed to determine how effectively they can mitigate the overall risks. 
Available internal controls are evaluated for their effectiveness in mitigating the inherent ML/TF risk and to determine 
the residual risk rating. 

Once both the inherent risk and the effectiveness of the internal control environment have been assessed, the residual 
risk can be determined. Residual risk is the risk that remains after controls are applied to the inherent risk. It is determined 
by balancing the level of inherent risk with the overall strength of the risk management activities and controls. The residual 
risk rating is used to indicate whether the ML risks within the bank are being adequately managed. [2] 

Thus, the Wolfsberg Group proposes to assess the risk inherent in a commercial bank not only on the basis of such 
factors as customers and services (products), but also to adjust its level taking into account the assessment of 
vulnerabilities of the bank, namely, the quality of internal control tools used for AML/CFT purposes in each area of 
banking activity. Comparative analysis of the two approaches is given in Table 1. 

 
   Table 1. Comparative analysis of ML/TF risk assessment approaches of the Russian Central Bank and the Wolfsberg Group 

 
 

The Bank of Russia 
 

The Wolfsberg Group  

Number of risk assessment phases 1 3 

Inherent risk assessment + + 

Internal risks assessment and internal control instruments 
assessment 

- + 
Residual risk assessment  - + 
Factors that affect inherent risk: 
- clients  
- products and services 
- geographies  
-other 

 
+ 
+ 
+ 
- 

 
+ 
+ 
+ 
+ 

In order to assess the quality of AML/CFT internal control policy implementation in each banking activity, we propose 
to use the following two groups of indicators. 

The first group of indicators assesses the degree of involvement of a particular banking area in ML/TF suspicious 

Phase 1: Determine 
the inherent risk

Phase 2: Assess the 
internal control 

Phase 3: Derive the 
residual risk
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operations. In order to identify high-risk banking services and products for a particular financial institution, the following 
formula is proposed:  

 
SST = TVT/GVT                                                                                                                       (1) 
 
Where, 
SST - share of suspicious transactions in the whole volume of transactions is counted for each banking activity;  
TVT - total volume of suspicious transactions of a particular type of banking services in the reporting period (RUB);  
GVT - gross volume of all transactions conducted of a particular part of banking services (RUB).  
In addition to this indicator, it is possible to assess the quality of the client’s base in order to assess the bank exposure 

to the money laundering and terrorism financing risk.  
The following figure is proposed for this purpose: 
 
QCB = NSK/NC,                                                                                                                                                           (2) 
 
Where,   
QCB - quality of client’s base (%);  
NSK - number of clients, whose transactions were qualified as suspicious in the reporting period (units),  
NC - number of clients serviced in the reporting period.  
 
At the same time, it seems reasonable to calculate this indicator separately for individuals, legal entities and individual 

entrepreneurs. Money laundering and terrorism financing risk is assessed based on the aggregate assessment of product 
risk and customer risk. Such a factor as banking services and products affects to money laundering risk in conjunction 
with the factor "internal environment", along with the factor "clients". In this regard, in order to identify the types of 
banking services subject to money laundering risk, it is also necessary to assess the quality of internal control programs 
for AML/CFT purposes implemented by the relevant departments of the bank. 

The second group of indicators may be used to assess the quality of AML/CFT compliance. For this purpose, we 
propose to use a system of key risk indicators. In the process of monitoring and evaluating the level of operational risk, 
banking institutions around the world actively use indicators such as Key Risk Indicators (hereinafter - KRIs). Using the 
system of such indicators, the bank risk management is able to forecast unfavorable events and prevent them. Depending 
on the country's AML/CFT model, the KRIs may change. As an example, let us give the KRIs system, which can be used 
to assess the quality of implementation of the main requirements of the Russian anti-money laundering and combating 
terrorism financing legislation. 

In essence, each indicator reflect the quality of each of the AML/CFT legal requirements implementation.  
 
Table 2 

Key indicators system for assessment 
of the quality of internal control 
procedures for AML/CFT 
Indicator name 

Total number of 
violations  

Share in the total 
amount of 
violations in a 
bank  

Share of violations 
attributable to  i-th 
department of a bank 

I. Violation of internal AML/CFT control  
 
1. Number of violations of identification 
requirements. 

…  …  …  

2. Number of violations of staff training 
program and qualification requirements. 

…  …  …  

3. Number of violations of storage of 
information. 

…  …  …  
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4. Number of facts of unreasonable 
submission of information to the FIU 
(financial intelligence unit) 

…  …  …  

II. Violations of obligatory control procedures 

1. Untimely submission of information 
on transactions (deals) which are the 
subject of control to the authorized body. 

…  …  …  

2. Submission of inaccurate information 
on transactions (deals) which are the 
subject of mandatory control to the 
authorized body. 

…  …  …  

3. Failure to submit information on 
transactions (deals) subject to mandatory 
control to the authorized body. 

…  …  …  

4. Violations of combating financing of 
terrorism and proliferation 

…  …  …  

 
               

In order to assess the share in the total number of violations in the bank as a whole, we propose to use the following 
figure:  

 
STNV= NB / N                                                                                                                                                  (3) 

 
Where, 
STNV – share in the total number of violations in a bank (%); 
N – number of violations; 
NB – number of violations of key indicator in the bank as a whole. 
In order to assess the share of violations attributable to the i-th division of the financial institution, we propose to use 

the following figure: 
 
STNV_i = N_i/ N                                                                                                                                                       (4) 

 
Where, 
i=1 
STNV_i    – share of violations attributable to the i-th division of the financial institution (%); 
N – number of violations; 
N_i  – number of violations of the key indicator in the i-th division. 
In order to assess the value of all indicators, it is proposed to use the following unified figure: 
 
 KRI = Σ N_i* T_i                                                                                                                                               (5) 

 
Where, 
i=1 
KRI – total value of the Key Risk Indicator;  
N_i  – number of violations; 
T_i  – correction factor, which may differ, it depends on the severity of the violation and its consequences for the bank. 
The proposed system of key risk indicators will make it possible to determine which areas of the credit institution are 

exposed to operational risk in the area of AML/CFT, as well as to develop an appropriate list of control procedures to 
adjust the risk level. The results of inspections of the internal control service can be used as a source of such information. 
It is proposed that credit organizations determine the frequency of updating information on their own, based on the needs 
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of the business. In order to ensure the representativeness of the obtained calculated data, it is advisable to collect and 
register data at least once a quarter.  

We propose to apply BI-technologies as part of the automation of obtaining indicators used to assess the quality of the 
implementation of the internal control policy on AML/CFT in each banking activity. 

Business intelligence (BI) is an advanced analytic software for business analysis and reporting. Most Business 
intelligence tools are used to access, analyze, and generate reports on data that is most often located in a data warehouse, 
data marts, and operational data warehouse. Application developers use BI platforms to create and implement BI 
applications. These programs can use data from various sources of information and provide them in a convenient form 
and section. Microsoft, SAS Institute, Oracle, SAP and others, represents this category of BI tool products. 

As a rule, commercial banks use one or more different types of applications that satisfies the needs of bank's functions. 
There is a need to collect data from all source systems and integrate them into the data warehouse for developing the data 
warehouse as part of the BI system. Figure 2 presents a scheme of this process with subsequent receipt of BI results. 

 

 
Figure 2. BI Scheme 

The calculation of the indicators can be done using SQL queries to the database containing information about TVT, 
GVT, and NSK, NC as well as information from table 2 on the key indicators for assessing the quality of the 
implementation of internal control procedures for AML/CFT/CPF.  

The results of SQL queries is the basis of an analytical report formation. It includes a group of indicators related to the 
assessment of the risk of legalization inherent in a certain type of banking service or a specific product (SST), and 
indicators to assess the quality of client's base (QCB). 

It is very important to understand how to update data to get accurate results. It is necessary to request basic data sources 
for updating data, and then update all visualizations in reports or dashboards based on the updated data set. This procedure 
can be performed using a BI tool that satisfies the needs of bank's functions. 
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It is necessary to monitor the current state of the key indicators of risk assessment in commercial banks at least once a 
quarter and to consolidate responsibilities for each of the banking divisions involved in banking operations and 
transactions to ensure the relevance of the data in the reports. 

The automation of the calculation of these indicators using BI technologies in commercial banks will allow identifying 
their own AML/CFT risks and taking measures to reduce them. The implementation of this approach does not require 
large financial and time costs, and positively affects the efficiency of the banking management system as a whole. 
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