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Abstract

The paper presents obfuscation methods for logic circuits of pseudorandom number generators (PRNG) on shift registers with
linear and nonlinear feedback, which are based on the PRNG additional logic elements for protection against reverse engineering.
The encryption of the PRNG logic circuit changes its design in the way that the device works correctly only if the signals at the
additional key inputs of the PRNG take correct values. Even with a small bit capacity of PRNG, a huge number of PRNG
implementations with a different number of states and different properties can be provided. The concept of (M + 1)-sequence
generator is introduced. The possibility of transforming generators of (M — 1)-sequence and (M — 3)-sequence into generators of
(M + 1)-sequence is demonstrated.
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1. Introduction

In recent years, malicious hardware has become a serious threat to the security of computer systems. Outsourcing
in the production of integrated circuits (IC) creates problems associated with the introduction hardware bugs
introduction, IC counterfeiting, piracy and unauthorized overproduction.

The most effective opportunities to prevent all of the above threats are provided by logic encryption and design
obfuscation technologies [1-3], their implementation can be based on the use of pseudorandom number generators
(PRNG) with a non-standard switching diagram, for example, generators of (M — p + 1)-sequences and generators of
(M - 2n + 1)-sequences, where p is prime and n is natural [4].

The paper discusses the features of using the logic encryption technology for obfuscation of the logic circuit of
binary PRNGs on shift registers with linear and nonlinear feedbacks (LFSR and NLFSR respectively).
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2. Shift registers with linear and nonlinear feedback

PRNGs on LFSR and NLFSR have been used for a long time to solve various problems of protecting information

from accidental and intentional destructive influences [5-11]. The following areas of their use can be highlighted:
e  Built-in self-test for VLSI circuits

Probabilistic testing of large-scale sequential circuits
Construction the CRC-codes
Building scramblers and descramblers
Construction of PRNG with non-standard switching diagrams
Construction of stream and block ciphers

Fig. 1 shows examples of the most common PRNG schemes on LFSR and NLFSR, where the 4-bit case is
considered, i.e. N =4,
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Fig. 1. 4-bit PRNG with M = 2N — 1: (a) M-sequence generator; (b) generator of (M - 1)-sequence;
(c) generator of (M - 3)-sequence; (d) generator of (M + 1)-sequence.

Fig. 1 (a) shows a diagram of M-sequence generator, which constructed according to the Galois scheme
corresponding to the characteristic polynomial @(x)=x* + x + 1, which is primitive over the field GF(2). The state
transition graph of the device has the form 15-1, in other words, it consists of two cycles, the first is 15 long and it
includes all nonzero states of the generator, the second is 1 node long and it includes the "all zeros" state, which
passes into itself. The generator operation equations have the form

q1 =44,

42 =4, + 4,

. (1)
q3; = 4>,

q4 =43,
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where addition is performed modulo two, where ¢; and ¢;* are the content of the i-th bit of the generator at time ¢ and
t+1,i=1,2,3,4.

Fig. 1 (b) shows the generator of the (M - 1)-sequence, which built on the basis of the Galois generator
corresponding to the characteristic polynomial @(x) = (x + 1) (> + x> + 1) =x* + x? + x + 1, where A; (x) =x> + x> +
1 is primitive over GF(2). The generator state transition graph has the form 14-2 and for correctly configured device
the modulo-2 convolution of the generator memory elements changes their values to the opposite in each cycle. The
equations of operation have the form

q1*=q4+1,

G =q+q4 +1, @
‘];:% +q4+1,

q4 =43,

Fig. 1 (c) shows the generator of the (M — 3)-sequence, which built on the basis of the Galois generator
corresponding to the characteristic polynomial @(x) = (x + 1) (x> +x+ 1) =x*+ x>+ x + 1, where A> (x) =x* +x + 1
is primitive over GF(2). The generator state transition graph has the form 12-4 and for correctly configured device
the modulo-2 convolution of the generator memory elements changes their values to the opposite in each cycle. The
equations of operation have the form

511* =q4+1,
G =q,+q4 +1, @)
q;:%a

94 =93 +q4 +1,

The concepts of (M - 1)-sequence and (M — 3)-sequence were introduced in [8].

Fig. 1 (d) shows a diagram of an (M + 1)-sequence generator, which built on the basis of the device shown in Fig.
1, (a). The generator state transition graph consists of one cycle is 16 long. When the device is in state 1000, a single
signal at the output of the NOR element provides switching of the device to the previously disabled state 0000. If the
signal at the output of the NOR element is still equal to one, as a result in the next cycle the device returns back to
the main cycle passing to the 0100 state. The generator operation equations are

91 =44,
4, =41 +q4 +2, )
q3 =4>>

44=45+4s +1,
where z is the signal at the output of the NOR element, and z = 1, if g2¢q3¢4=000, or z = 0 for other cases.
3. Logic encryption

Consider the main idea of logic encryption technology. Encryption of the digital device logic circuit (Fig. 2 (a))
makes it possible to use additional logic elements in the IC structure to hide its original functionality. In other
words, this is an attempt to make it as difficult as possible for unauthorized persons to understand the logic of the
protected scheme. The encryption of the logic circuit, and in fact its obfuscation, changes the design of the IC in the
way that it works correctly only if the signals at the additional key inputs of the device take on the correct values.
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The obfuscation scheme assumes the use of an additional key transformation scheme, implemented on the basis of a
memory block with protection against interference. This memory block is installed or activated at the final stage of
creating an IC before selling it to the end user.

In implementing the logic encryption using a key conversion scheme, this scheme can be implemented based on a
substitution box, classical cryptographic primitive or one-way function. In the first case a fixed key is used, in the
second case a sequence of key information used.

4. PRNG logic encryption
Fig. 2 (b) shows an example of the implementation of logic encryption, when the device protected from reverse

engineering is a PRNG. Fig. 3 shows the simplest example of encryption of a 4-bit generator, built using the Galois
scheme. Depending on the values at the key inputs kiko the device implements one of the four state transition graphs

are shown in Table 1.
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Fig. 2. Digital device logic encryption: (a) general scheme; (b) implementation for PRNG.
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Fig. 3. 4-bit PRNG with M = 2N — 1: (a) M-sequence generator; (b) generator of (M — 1)-sequence;
(c) generator of (M — 3)-sequence; (d) generator of (M + 1)-sequence.
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Table 1. Dependence of the state transition graph of the device on the value of the key kiko.

Mode Key State transition graph

0 00 2 cycles are 15 and 1 long

1 01 4 cycles are 7,7,1 and 1 long
2 10 1 cycle is 16 long

3 11 2 cycles are 14 and 2 long

5. Modeling an encrypted PRNG scheme

Fig. 4 shows more complex scheme of an encrypted 4-bit PRNG with 9 key inputs, which means it is capable of
performing 29 different functions, including 32 variants of M-sequence generators, 16 variants of (M - 1)-sequences
generators, 8 variants of (M - 3)-sequences generators. Construction of the device makes it possible to identify more
than 10 unusual modes of operation of the circuit, one of which is shown in Fig. 5. The scheme is interesting in that
the generator of the (M + 1)-sequence changes operation mode twice when at z =1 and it changes the rule of the 2-
modulo convolution for...0 1010 1 ... the state of the generations.
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Fig. 4. Encrypted binary 4-bit PRNG circuit.

The device shown in Fig. 4 is built on the basis of the Galois generator corresponding to the characteristic
polynomial @(x) = x* + asx® + axx? + aix + 1 over GF(2). The equations of operation of the basic generator have the
form

qy =44 ¢y,
‘1; =q, +a1q4 +Cy,
. (5)
q3 =4 taq, +c3,
4 =43 ta3q,4 +Cy,

where a; € {0, 1} are the coefficients of the polynomial Q(x), ¢; € {0, 1} are the control inputs of the device. In the
general case, for an arbitrary generator capacity equal to N, the equations take the form

*
q, =4y Ty,

R , (6)
qg;=qja+ta gy +c;, j=2.3,.,N
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Fig. 5. The logic scheme of the binary 4-bit generator
fOrkgk7k<)k5k4k3k2k1 k(j:O 10001101:
(a) circuit scheme of the device; (b) state transition graph.

6. Conclusion

Methods of protection against reverse engineering of logical circuits of generators of pseudo-random numbers on
shift registers with linear and nonlinear feedback are considered. It is shown that even with a small bit capacity of
generators, it is possible to provide a huge number of PRNG implementations with a different number of states and
different properties. With increasing the capacity of generators, the number of primitive polynomials increases, and
hence the number of possible variants of generator schemes for M-sequence, (M - 1)- sequence and (M - 3)-
sequence types. In the general case, when the capacity of the generator is equal to N, these numbers are respectively
equal to

2Ny —1
UM(N):J_)

>

N
2Ny (N g
o N)= R 7
()= (7

o N-1 !ZN—Z_I!
oys(N)=—Y

N

>



376 Mikhail Ivanov et al. / Procedia Computer Science 190 (2021) 370-376

where y(-) — Euler's number.

Thus, the obfuscating of the device circuit, in addition to solving the problems with malicious hardware, IC
counterfeit, piracy and unauthorized overproduction, makes it possible to implement a mechanism of hidden (highly
protected) device functions, for example, to protect a technical solution from dual use.

Further development can be associated with increasing the number of generators of (M + 1)-sequences, the
addition of modes for generating sequences with a pre-period, as well as the possibility of constructing generators
operating in the GF(2").
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