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Abstract

The paper deals with the issues of text mining based on a vector classification model. The term frequency and inverse document
frequency function (TF IDF) is used as a measure to evaluate the selection of terms. The text preprocessing stage performs
tokenization and normalization of the text. The algorithms of stemming and lemmatization of the Russian-language text are used
during normalization. A set of programs has been created that makes it possible to analyze the selected subject area, create a
thesaurus for thematic search for violations of the public procurement Federal Law of the Russian Federation, as well as to
implement functionality for automated search and analysis of documents of arbitration courts within the framework of this law.

© 2021 The Authors. Published by Elsevier B.V.

This is an open access article under the CC BY-NC-ND license (https://creativecommons.org/licenses/by-nc-nd/4.0)

Peer-review under responsibility of the scientific committee of the 2020 Annual International Conference on Brain-Inspired
Cognitive Architectures for Artificial Intelligence: Eleventh Annual Meeting of the BICA Society

Keywords: text mining; natural language processing; vector space model; text tokenization; text normalization; stemming; lemmatization;
thesaurus; search of documents

1. Introduction

The rapid accumulation of digital information in the world makes it not only possible, but also necessary to use
data mining technologies in many areas of human activity. The use of such technologies in the field of economic
security, combating money laundering and terrorist financing is becoming especially relevant. The huge data arrays
arising in this area can be represented both by ordinary data typical for classical DBMS (for example, bank
transactions, without taking into account the purpose of payment), and by large corpus of text data. The last category
includes the financial statements of organizations, banks of arbitration, civil and criminal proceedings, public
procurement systems, and even text information on the purpose of bank payments. Tasks of the first type require
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classical Data Mining technologies to solve, while the latter require more complex approaches related to the Text
Mining category.

The importance of using Text Mining technologies in the tasks of economics and economic security is confirmed
by the practical research papers of many authors. For example, in the research of N.N. Sakhare [1] shows the
application of Text Mining technologies for the problems of stock market analysis. The importance of using Text
Mining technologies for national security issues is shown in the work of S. Savas [2]. It is also indirectly confirmed
by the research of A. Zanasi [3], which proposes a method for detecting crimes based on the analysis of texts of
social networks. A large number of research papers can also be found directly in the area of combating money
laundering. For example, Y. Qifeng [4] in his work shows the solutions for combating money laundering based on
Text Mining technologies used in Union Bank. F.R. Federici [5] in his work considers a similar issue more broadly
at the level of the American and European initiatives.

At the same time, unfortunately, today not all tasks arising in the work of government bodies and ensuring issues
of economic security, intelligence and combating money laundering and terrorist financing are automated to the
proper extent. For example, the task of analyzing the history of arbitration, civil and criminal cases remains largely
"manual" labor of service employees. Automation of these processes through the use of Text Mining technologies
will greatly improve the efficiency of the activities of such government bodies.

2. Task definition

In this paper, using the example of one small task required to support the activities of the Federal Service for
Financial Monitoring of the Russian Federation, the possibility of effective use of Data Mining and Text Mining
technologies in organizing the work of economic security services is shown. In particular, the paper considers the
problem of automating the search for materials of arbitration office work in accordance with a highly specialized
area of legislation — control over the procurement of goods, works and services to meet state and municipal needs.

If violations in this area are detected, the service employees need to analyze the arbitration paperwork as part of
tracking cash flows, analyzing payment chains from the budget to the subcontractor, confirming or refuting the facts
of opening special accounts in authorized banks according to contracts, studying the details and evaluating the facts
when resolving various economic disputes. Despite the fact that at present in the Russian Federation there is already
a card index of arbitration cases in the form of an information system that provides data on office work, it is often
difficult to find relevant information on issues of interest in it. Therefore, this paper proposes a software solution for
assessing the relevance of a text corpus of legal proceedings on a given search topic.

In accordance with the task, software was created for searching and analyzing documents of arbitration courts
within the framework of the Federal Law No. 44 of April 5, 2013 "On the contract system in the field of
procurement of goods, works, services to meet state and municipal needs", which was subsequently proposed for
approbation by the employees of Rosfinmonitoring as part of its efforts to detect violations of the Federal Law.

The software solution is built on a micromodular architecture and includes the following components: module for
preparing a structured dataset based on electronic documents written in natural language; a module for constructing a
thesaurus based on Federal Law No. 44 of April 5, 2013; module for searching, importing and storing materials of
arbitration proceedings; interaction module, which includes elements of graphical interfaces for filling out search
forms and displaying results.

3. Methods and approaches used to implement a software solution

The software product is based on the module for preparing a structured data set based on electronic documents
written in natural language. The module uses the vector model of the semantic texts classification (Vector Space
Model, VSM). This model allows you to represent a documents corpus in the form of vectors belonging to the same
vector space. Each document corresponds with a vector that expresses its meaning. Such a view allows you to
compare words, search for similar words among them, carry out classification, clustering and much more. Thus, the
vector model is the basis for solving such problems of information retrieval as document search on demand,
classification and clustering of documents.
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In general, text consists of not only words but also other elements such as punctuation, numbers, and special
symbols. All of the above text elements are called terms. The weights of all terms found in the entire corpus of
documents within the framework of this document are the vector that represents this document in vector space:

d; = (Wig, Wip, Wiz, e, Win), (D

where d; is the vector identifying the i-t4 document in the vector space, w;; is the weight of the j-th term in the i-th
document, and # is the total count of documents in the presented corpus. It should be noted that the vector describing
the document will contain information about terms that may not occur in this document, but are present in the entire
set of documents. Thus, the resulting set of vectors representing all documents of the set under study has the same
size.

One of the questions of the vector models description of is the question of choosing the evaluation of terms
(weights) in a text document. Among the main generally used estimates are: boolean weight, which is non-zero if the
term occurs in the document and zero otherwise; weight based on the term frequency (TF): with such an estimate,
the weight is determined as a function of the count of occurrences of the term in the document; weight based on the
term frequency and the inverse document frequency (TF-IDF): with such an assessment, the weight is determined as
the product of a function of the term counts in a document and a function of the inverse to the count of documents
where this term occurs.

V. Hashemzadeh [6] shows the possibility of using an algorithm for processing text documents based on a vector
model of semantic classification with an assessment by the TF-IDF criterion, and also presents experimental results
of processing texts in eight different languages, including European, Turkic, Arabic and Persian. This work allows
us to conclude that the TF-IDF measure is the most versatile, which determined its choice for the implementation of
the software product considered in this article.

According to the measure of the TF-IDF vector, the weight of w;; is calculated by the formulas:

, 0ij , N
Wi = tfij X ldfj, tfij = Z{L—ljeu‘ ldf} = lOg C_j‘ (2)

where N is the total count of documents, 6;; is the count of the term occurrences with index j in the document with
index i, and C; is the count of documents containing text with this term.

The text presented in the usual human form, may comprise a terms set that are not informative (noise) for data
analysis. Among them, one can distinguish, for example, punctuation marks or various variations of word forms.
This data does not allow extracting any features for constructing meaningful models. To highlight meaningful terms
in the text, they usually resort to the stages of text preprocessing. As a rule, the stages of text data tokenization and
normalization are distinguished among them. The tokenization stage is based on the process of text dividing into
separate words or other lexemes (word formation or combinations). These units, as a rule, are called tokens. As a
result of the tokenization stage, the source text is converted into a list of words (tokens). The text tokenization stage
includes: converting the words of the raw text to lower case; replacing punctuation marks with spaces or blank lines;
declaration of words or lexemes as separate tokens. At the stage of text preprocessing, it is useful to use additional
actions to remove the so-called stop-words. Stop-words are words that are found in a large volume of texts and do
not carry a special semantic load. Usually they include interjections, prepositions, particles, some pronouns,
adjectives and other parts of speech, for example: interjections: oh, uh, wow, well, really; pronouns: I, we, mine,
yours, you; introductory constructions: let's say, suppose, in general, for example; generalizations and imprecise
definitions: everything, about, somewhere and others.

When using machine learning to analyze text data, these words tend to add a lot of noise. Therefore, it is most
often recommended to clean the preprocessed text of such irrelevant words. In the work of T. Jiang [7], the process
of identifying significant terms based on the modernized TF-IDF assessment is shown. Based on the experience of
this author, it can be noted that, in general, the tokenization stage does not represent any complex (in terms of logic
and algorithms) or laborious (in terms of implementation) operations. However, taking into account the specifics of
the Russian language, at this stage, some nuances can lead to the loss of meaning and affect the accuracy of further
machine learning. For example: reducing acronyms to lower case can be confused with expressing emotions;
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replacing all punctuation marks with spaces may lose the original phrases; some proper names can occur in pairs,
and during tokenization they will be split into two separate words.

At the second stage (normalization of the text) the words are reduced to the canonical form of the word. For
nouns, the canonical form of the word is the singular and nominative, for adjectives, the masculine, singular and
nominative.

For vector analysis, the transformation of normalization does not lead to losses, since the contextual word form
rarely has additional useful information and the word meaning is determined precisely by the canonical, initial form.
At the same time, reducing words to their initial form allows you to reduce the total array of words in the document,
and thus reduce the number of features. As shown in the research of R.-C. Chen [8], highlighting the most important
features and reducing their total number can improve the classification accuracy and reduce the processing time of a
large amount of data.

The stemming and lemmatization methods are used to normalize the text. Stemming is a crude heuristic process
of finding the stem (root) of a word. This method is based on truncating the non-root portions of the word. There are
many algorithms for the implementation of stemming - stemmers. In the work of N.A. Razmi [9] shows how the
stemming process can be used to isolate the roots of significant terms found in a given set of articles, and also
provides a way to visualize the most significant terms, which allows us to talk about the effectiveness of this
approach.

In turn, lemmatization is a more subtle process, which is carried out on the basis of morphological analysis using
a specialized dictionary in order to eventually bring a word to its canonical form — a lemma. The process includes
determining the part of speech of a word and applying different normalization rules for each part of speech
according to the rules for the formation of word forms. E.M. Buchanan [10] studies a practical application of the
lemmatization process. The basis of this process is the use of special dictionaries. Among the grammatical
dictionaries of the Russian language most often used for morphological analysis, one can single out the dictionaries
of A.A. Zaliznyak, which contains more than 170 thousand words and more than 5 million word forms and the
dictionary of A.N. Tikhonov, which has a modern design and graphological structure of the formation of word
forms. It should be noted that the process of lemmatization is much less productive than the process of stemming,
but at the same time it is more accurate, provided that there is a word form in the dictionary.

The process of feature extraction based on the grammatical definition of the canonical forms of terms is
somewhat inflexible. It is often very difficult to understand in advance which grammatical template will most
effectively identify meaningful terms and phrases in the text. Therefore, in natural language processing, so-called N-
grams are mainly used. An N-gram is a sequence of words that form collocations — stable phrases that have signs of
a syntactically and semantically integral unit, in which the choice of one of the components is carried out according
to meaning, and the choice of the second depends on the choice of the first. A sequence of two words is often called
a bigram, a sequence of three words is called a trigram, and a sequence of four or more words is called an N-gram,
where N is replaced by the count of words forming a collocation. The success of this approach for processing text in
natural language is shown in the work of A. Borjali [11]. Analysis of the results of this author allows us to conclude
that the use of N-grams in the text documents analysis allows you to expand the attribute space by adding phrases to
the tokens set.

4. Practical implementation of the software product

When choosing software for the implementation of the complex modules, an analysis was made of the
capabilities of modern programming languages and their auxiliary libraries. Among the programming languages, the
scripting languages Ruby and Python were considered, as well as the object-oriented programming language Java.
The listed programming languages are multiplatform and are well suited both for creating web applications with a
client-server architecture and for writing desktop programs. Despite the authors' wide experience in building
software products based on the Ruby language [12], this language was recognized as not satisfying the set
requirements, since it does not have high-quality libraries for processing texts written in national languages,
including Russian. In contrast, the Python and Java languages have a high-quality implementation of the NLTK
(Natural Language Tool-Kit) library, which allows us to talk about their applicability for solving the assigned tasks.
At the same time, among these two languages, the choice was made in favor of the Python language, since it has an
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advantage in the speed of software development compared to the Java language. The authors conclusions are
confirmed by the works of many domestic and foreign developers. For example, K. Arun [13] shows that the Python
language in conjunction with its libraries is suitable both for text preprocessing and for the implementation of
machine learning algorithms for multilingual text processing. It should be noted that it is also necessary to pay
attention to modern protection methods while implementing software. So, Sh.G. Magomedov [14] proposes to
expand the currently developing SIEM technology (Security information and event management) with a user
behavior analysis unit and shows that such a solution can be implemented for most digital platforms such as banking,
medical, educational and other platforms.

A complete set of software development tools includes: Python programming language; Scikit — Learn library, an
extension for the SciPy library (Scientific Python); library NLTK (Natural Language Tool-Kit), a package of tools
for natural language processing, the Gensim library, which allows you to implement semantic text modeling without
a teacher (word2vec); the SpaCy library, which allows you to process texts in natural language, in particular, to
perform text preprocessing in preparation for training; library Pymorphy2 — a morphological analyzer that allows
you to perform lemmatization and obtain derived word forms from a known canonical form according to the given
grammatical characteristics of word formation based on the OpenCorpora dictionary (for forms that are not in the
dictionary, it allows you to build word formation hypotheses).

The analysis of the subject area for the construction of the Thesaurus module was based on the texts of the
Federal Law of April 5, 2013 No. 44, as well as articles and materials of arbitration proceedings related to breaking
it. When analyzing these documents, a frequency analysis of the words (terms) found in the documents was carried
out. The results of the analysis made it possible to identify not only the main corpus of words (Fig. 1a), but also
potential stop-words). In addition, analysis and feature extraction were performed using N-grams. Based on the
vector analysis of the text with the TF-IDF measure, an alternative array of keywords was obtained (Fig. 1b). On the
basis of the integral assessment of the results of vector analysis with the TF-IDF measure and the analysis of the
results of constructing N-grams, a thesaurus was compiled for thematic search for violations of the Federal Law No.
44 dated April 5, 2013 ensuring state and municipal needs.

KOHTPAKT:2 yyacTHMK [
HaCTOAUNN o .. 33KynKa (ronconn
T depepabHbIN Y asbebiS o
:aykuMoHz gqpka KOHKYPC o xpons 6677603
Sinpoc ReinkE Ehpgiiece g8 | | Lot
Sextoeisi vt BHQKTPOIQEIIE%HMT{ \ o

Fig. 1. (a) Visualization of the most frequently used terms extracted from the texts of Federal Law No. 44 and
related materials of arbitration proceedings; (b) Rating of terms obtained by vector data analysis and TF-IDF measure.

The download of documents for training the model was carried out from the site "Electronic Justice", which
contains a card index of arbitration cases and a bank of decisions of arbitration courts (https://ras.arbitr.ru). To
automate this process, a search robot was created based on the Selenium WebDriver library.

It should be noted that the results obtained correlate well with the results obtained by the expert assessment
method. The expert assessment was carried out by experts in economic security of the Department of Financial
Monitoring of NRNU (MEPHI). At the same time, the group criterion for the formation of expertise was used when
interviewing nominal groups. The final assessment of the effectiveness of the created complex was carried out by
comparison with an expert search for relevant documents of arbitration office work. The sample included 400
documents, about 30% of which were recognized by the expert as relevant. The Precision's efficiency score was
about 0.91, the Recall score was about 0.85 and the final F1 score was 0.87, which allows us to speak about the high
efficiency of the created product. Moreover, further training of the model can improve the quality of document
search in the future.
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5. Conclusion

The developed software package allows for automated search and download of documents of arbitration
proceedings within a given topic from the site "Electronic justice". The software package approbation showed that
the use of the developed system within the framework of the activities of Rosfinmonitoring employees makes it
possible to find documents, and thus identify the circumstances of transactions concluded, confirm or deny signs of
dubious transactions, identify theft of budget funds and / or financial losses, thereby ensuring the economic security
of the Russian Federation.

The most logical development of the program complex may be the expansion of the search functionality. As a
rule, when automating the office work process, archives are created in which electronic copies of paper documents
(scans) are stored. At the same time, if the information system allows you to create links between accounting objects
and electronic copies of documents, then the organization of the processing textual data, as well as the classification
of graphic objects contained in these copies, becomes important when searching in such information systems. The
issues of archiving and searching documents in archives, taking into account the features of compression and noise
reduction, which is used to improve the image quality in scanned documents, are discussed in the work of S.K.
Kartsov [15].

The Text Mining technologies proposed in the work can be used to solve a wide range of problems of economic
security, countering terrorism and money laundering.
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